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I. MOTIVATION PCS HAVING A COMMUNICATIONS MODULE 
A. PUBPCSE 

The purpose of this thesis is to develop the Blue Force 
(BF) tactical communications network modelling methodology, 
and where possible present algorithms for use in the 
Air-Land Interdiction Model (ALIM) being created at the 
Naval Postgraduate School. The algorithms, hereafter called 
the Communications Module (CM), facilitate the passage of 
information between the combat functional area modules being 
played in ALIM. This thesis has several objectives: 

• The development of communications modelling methodology 
appropriate for’ supporting the sparsely populated. 
Echelons Above Division (EAD) area. Several of the 
prominent communication subscribers in this area are 
involved in the interdiction battle, and the overall 
command and control of the Air-Land Battle force. 

• Realistic development of the communications network 
available to Blue forces, and the examination of that 
network under a variety of degradations expected on the 
battlefield . 

• The development of a credible value system which 
provides the basis for communication s decision making 
and resource allocation. 

• The analysis of decisions that directly impact upon the 
EF ability to communicate. The Decision Makers, Blue 
and Red, are analyzed for type decision made, echelons 
at which decisions are made, when decisions are made, 
and where possible the value thresholds that trigger 
alternate decisions. 
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• The development of automated, closed loop algorithms 
which can simulate the above decision making. 

The ultimate purpose of the Communications Module is to 
perform research on the conduct and results of the Air-Land 
interdiction battle. Once completed, the module will be 
helpful in answering the following questions, however, 

actual answers to these questions are well beyond the scope 
and intent cf this thesis. 

• What factors insure availability of communications 
systems in a high intensity conflict? 

What are the weak links in a communications plan? 

Can the communications effectively support the inter- 
aicters in a timely manner? 

What communications architecture works best to achieve 
Blue Force (BF) Interdictor goals? 

How sensitive is BF mission accomplishment to communi- 
cations availability fluctuations? 



« 



B. 



FITTING INTO THE AIRLAND RESEARCH MODEL 



Advanced technologies have had a monumental impact upon 
the lethal capabilities of the U.S.Army. New collection and 
fusion capabilities within the Intelligence community 
enhance target acquisition; increased ranges and accuracy of 
LANCE and PERSHING gicund to ground missiles enhance target 
destruction; vastly improved air defense missiles and target 
servicing help insure the survivability of Command, Control, 
Communication, Intelligence (C3I) , and logistics. A poten- 
tial Achilles* heel, the common thread weaving each system 
to its controller and each controller to his commander, is 
communications. Every bit of information that passes between 
two points passes through some form of communications 
medium. Can we afford to assume that these communications 
will be available when most needed? Most previous modelling 
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efforts have either assum 
ability or made aggregate r 
arbitrary value cf reduced 
ALIM will not ignore the 
because the models design 
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C. SCOPE 
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rear boundaries through 
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today and in the fully fund 
to the Army of Excellenc 
Tactical Communications Sys 
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14 



II. OVERALL COMMUNICATIONS MODULE CO NCE PT 



A. INTRODUCTION 

The dictionary defines tr ansp arent as a property of an 
object that allows it to transmit light energy unimpeded 
through its mass [Ref. 1]. The goal of every communicator 
is that his communications system be transparent to the 
user. This means that information passing is accomplished 
in real time and with no loss of content. Obviously, with 
the restrictions placed upon modern battlefield communica- 
tions means, transparency is wishful thinking. Near t rans - 
pare ncy, however, may be possible with the electromagnetic 
communications systems available within the Army. 

Simply stated, the Communications Module (CM) supporting 
ALIM can be thought of as a black box; it receives informa- 
tion from one user and delivers that information to the 
destination user after a certain period of time or d elay . 
This delay is the cost of being only n ea r t ransp a re nt. The 
CM is concerned not with the content value of that piece of 
information to either the originator or the receiver, but 
with how transparent, fast and efficient, the user wants the 
communication to be. As is readily apparent, the asymptotic 
approach towards transparency has the deleterious effect of 
pushing cost to infinity. Technological advances have 

reduced tut cannot eliminate these limitations. 

B. CONCEPT 

Communications degradation is defined as the reduced 
ability of a communications system to accomplish its 
intended mission. In this module, degradation refers to the 
reduced operational availability of a system that is being 
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employed in its combat enhancing mission. The research 
model will have the option of playing communications degra- 
dation at three levels of resolution. To the realist it 
would seem that communications should be played all the 
time. Ic the operations analyst, communications should be 
played, but only after the architecture or processes of the 
combat functional areas have been optimized. With this opti- 
mized product it would then be reasonable to test the ccmhat 
modules with communications play, thereby isolating short- 
comings to the communications systems supporting the func- 
tional combat area. All communications systems supporting a 
particular functional combat subscriber are refered to as 
that subscriber’s Communication Inter connectivit y Space. 

Level I Resolution assumes 100% availability of communi- 
cations and real time transfer of information. All database 
traffic including BF traffic is loaded into the network 
architecture. The output of circuit traffic loads can be 
aggregated by link, node, or arena. This method will have 

the effect of graphically isolating network links and nodes 
that are choke points as a result of communication architec- 
ture planning. This method’s results are not confounded by 
environmental degradation, friendly net congestion, or enemy 
degradation. This method also shows the parts of the network 
that have the high value distributions of transiting 
traffic. 

Level II is predicated on the idea of random degradation 
of links and random delay times for those degraded links. 
These assumptions have the effect of "shaking down" all 
links and nodes of the network including those links and 
nodes that are net considered as priority targets in Soviet 
objectives. Level II allows the model to be played without 
having to utilize the Environmental Degradation, Friendly 
Net Congestion, or Red Force Degradation Submodules. This 
method is higher resolution because it delves more deeply 
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into the effects of randomly degrading links or nodes and 
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specifically Telephone Traf 
the database by storing on 
traffic is explicitly simul 
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The message vector is 
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must be initiated by the or 
(0) has a requirement to 
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II the decision would lea 
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traffic that would flow through 
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fic Theory, the CM can deal with 
ly the flow rates. The marginal 
ated and critical information is 
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the thread of continuity running 
esses, and databases. Once the 
lay the CM, then a message vector 
iginating module. The originator 
pass information to the receiver 
tion, the originator often unccn- 
ent the information is. In Table 
d him to select a transmission 
able to himself and the distant 
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end, and one which will satisfy the urgency (U) of the 
information. As it flows through the CM, the message vector 
accumulates the pertinent information parameters which will 
eyentually provide a detailed audit trail for each message 
and when aggregated it will be the fundamental basis fcr 
determining asset values for links, nodes, and arena. Ihe 
time clock starts when the message is initiated. At the end 
of the CM, the message vector outputs only the originator, 
receiver, content, classification, and elapsed time (1) . 
Other parameters that are essential to the CM are the mode 
(HD) , means (MN) , availabilities of primary routes ( A 1 ) , and 
availabilities of secondary routes (A2) . Some parameters may 
be vectors in themselves. Such vector parameters are the 
modes, means, and availabilities for multi link routes. 

Figures 2.1 and 2.2 trace the flow of information 
through the CM at Level III Resolution. Essentially the User 
to User submodule, as alluded to previously, selects the 
routing between originator and receiver based upon the 
N et work Database. The Network Database contains records on 
the actual hardware network that is initially operating, 
specific unit communications equipment (modes and means), 
and ether technical data concerning equipment capacity, 
survivability, speed cf transmission, etc. . In Figure 2.2, 
the ability of the selected route to pass information is 
tested probabilistically based upon route availability. 

The initial availability of the route is drawn from 
technical calculations and historical data. Availability can 
also be affected by eguipment outages and enemy electronic 
countermeasure activities . The C ommunic ations Degradat ion 
submeduie evaluates enemy intentions and capabilities versus 
BF ccunter-capabilities and produces a "reduced avail- 
ability" link list. Interconnected with the Degradation 
submodule is the Re cons titutio n submodule. This submodule 
examines "below availability standards" links for their 
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TABLE II 

How the Message Vector Works 



Vector 
(07~R7"TJ, T) 



Decision 



Database 






Select Mode < Modes Available 

by MTOSE 



(C / B / U, T , MD) 

(0, R, U, T , MD, Mb') 



Select Means < Means Available 

by MTOSE 



-Select Ro ut 4 Network Attributes 

Technical, Grid, Reliability 



(0, B, U, T, MD, MN, Al, A2) 



Availability Monte Carlo 



static and potential value if the link was being used, and 
establishes a priority for repair of damages. In ether 
words, based upon the link’s total value, the submodule 
allocates resources tc repair damage and forecasts the time 
until the link is back up to acceptable availability 
standards. 

If the probability test, commonly referred to as a Monte 
Car l o technique, replies negatively, then the message vector 
goes to the R ero u te submodule where another route is 
selected for Monte Carlo; time accumulates. The information 
on which link produced a non availability is forwarded to 
the Val uat ion of No n-cperat ional Link Process. 

r 
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Figure 2.1 Ccaaunic ations Module Flow Diagram 

i 

Somewhat less damaging, but just as aggravating tc the 
user, is the busy signal symbolic of net congestion. The 
user could get a busy signal either from an overloaded 
communications link or from an overloaded distant end user. 
In either case, the originator must hang up and dial again 
(return to the USSR tc User submodule) or select an alterna- 
tive means of communicating. The decision here is based 
upon the probability of getting a busy signal and is called 
the Circuit Connect acnte Carlo (CCMC) . 

If the user connects to his distant end, the message 
transit clock is stepped. The message vector goes to the 
Va luation of Op erati on al link process, and finally the 
message reaches the distant end. 
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Figure 2.2 Communications Module Flow Diagram (continued) 
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The value determining processes are key. They keep track 
or value information which in the future will allow us to 
answer our research cuestions. The Val uation processes eval- 
uate the communications assets worth at various levels of 
aggregation. Audit trails and information critical to 
resolving current communication problems and plans for 
future optimal systems to support the Blue Force 

Interdiction (BFI) effort can he analyzed. 

To review briefly, this thesis develops modelling meth- 
odology and where possible presents a candidate algorithm. 
Submodules of the CM are at various levels of maturation. 
Some submodules are very mature and in these cases a 
detailed algorithm is presented. Other submodules are far 
beyond the scope of this thesis. Areas that are of concern 
to these submodules are highlighted and discussed in lesser 
detail with a sketchy algorithm. Under no circumstances is 
there an attempt to answer the research guestions. The goal 
is to provide a vehicle which nay shed light into these 
guesticn areas. 
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III. COMMUNICATION D EGRADAT ION SUBMODULE 
A. INTRODUCTION 

A transparent communications system is one which passes 
information from one subscriber to another in real time with 
no loss of content. Real time transfer is possible in a 
laboratory with controlled message input and output. In the 
real world of the U.S. V Corps, Federal Republic of 
Germany, transparency is a myth. Blue communications in the 
region face three forms of degradation. These degradations 
would easily thwart communications support for the interdic- 
tion forces if not taken into consideration in communica- 
tions planning. Definitions of functional forms of 

degradation and how they effect communications are briefly 
discussed below. 

1 . E nviro nmental Degra dation 

Env iro nmental Degradation consists of two catego- 
ries, natural and hardware. This form of degradation should 
not be confused with the the human induced Red and Blue 
Force Degradation discussed in later sections. 

Nat ura l Degrad ation is the sum total of the effects 
cf such occurrences as atmospheric turbulence (ionization 
and stormy weather), terrain cover (trees and buildings), 
background electronic interference (car ignition systems, 
power lines, commercial TV and radio stations) , and poor 
grounding effects (scil grades and absorption rates) . 

Har dwa re De grad atio n results from a combination of 
weather extremes, both hot and cold, and humidity levels 
which net cnly effect the operating tolerance levels of 
electronic equipment but also effects their serviceable 
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ariables individually. However, 
are available from previous 
d in the V Corps region over the 
spans all seasons and gives an 
ect of the environment on link 
, for example, we can see that if 
a microwave system that did not 
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require a relay between the subscribers, then the opera- 
tional availability would be 95%. Operational Availability 
is defined as the probability that a system or equipment 
will operate sat isfac tor ily when called upon in an 
operational environment. 



Environment 



Entity 



Microwave 

Microwave 

0 H f 

UHE 

VHP 

VHF 

S/C Radio 
S/C Radio 
S/C R WI 



TABLE III 

Effects on Link Availability in Germany 



Attribute 



Average Operational 
Ivallabll lfy 



No relay 95% 
One relay 90% 
No relay 90% 
One relay 80% 
No relay 95% 
One relay 90% 
No relay 85% 
One relay 70% 
Wire Integration 80% 



Ac= Operational Availability = (MTBM) / (MT3M+MDT) 
= (operational hours) / (total hours required) 



MTEM 

=mear time between maintenance (scheduled or unscheduled 



MCI 

=mean maintenance downtime (includes scheduled, 
unscheduled maintenance, administrative and 
logistic delay times 
[Ref. 4]. 



It is recommended t 
for the geographical regio 
test by Monte Carlo, if n 
actual outage time should 
(A.) - (1-.95) x 24 hou 

System in Table HI. 



hat using the available mean data 
n is the best estimate. Simply 
onavailability results, then the 
be an exponential draw of mean: 
rs= 1.2 hours for the Microwave 
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2. Fed Force Inte rdict ion 

BFI consists cf all attempts to either actively or 
passively interfere with Blue Force transmission of informa- 
tion. Active interference means the use of Electronic 
Countermeasures such as jamming or destruction by fire. 
Passive interference means the mutual interference cccuring 
when Bed Force (RF) subscribers are attempting to transmit 
on the same channel as BF users. Nuclear munitions also 
have a disastrous effect upon the frequency spectrum, but 
are not intended solely to degrade Blue communications. In 
fact, these passive degraders often effect Red communication 
as much or more than Blue, and are considered in Fed 
interdiction planning. 

This thesis attempts to define the parameters neces- 
sary to determine the impact of various Red interdiction 
efforts upon Blue communication. It is not an in depth 
analysis of all facets of Red Radio Electronic Combat (EEC). 
'•Most probable” guesses, with credible backup sources, are 
made about Soviet intentions and capabilities . Soviet 
electronic interdiction and the resulting Blue degradation 
are analyzable through the use of Signal Detection and 
Probability of Hit and Kill Theories. More study and detail 
will be necessary to develop a detailed algorithm. The area 
of passive interference is discussed from the nuclear point 
of view in a somewhat deterministic manner; the problem of 
mutual Elue/Red interference in the frequency spectrum, 
although enormous, will not be discussed. 

2 • El ue Force Net Congestion D eg rad at ion 

Elue Force Net Cong estion Degrad ation is discer r.able 
in two areas, trunk congestion and terminal congestion. 
These congestions result from the overloading of either 
trunk or terminal systems with messages at a point in time. 
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An understanding of the causes of message 
because system planning can usually 
congestion. Congestion is currently a r 
facing the communications staff prior to 
war. It is extremely difficult to isola 
solve once the war has begun. 



delay is important 
alleviate most 
esolvable problem 
the start of the 
te, analyze, and 



E. BED FORCE INTERDICTION 
1 . In trod uc tion 

This section of th 
fully developed, mature sub 
is highly complex and can b 
section is critical to the 
communications availability 
discussed and a sketchy al 
just ignoring a vital play 
Further analysis of this ar 
analysis of RFI are the exp 

• Determining the Sovie 
ties relative to the B 

• Analyzing Soviet inten 
approach towards BF co 

• Discussing both input 
they would satisfy th 
the communication modu 

• Developing a relat 
considers the pertine 
the BF ability to c 
actual capabilities ar 
handled as parametric 
discussed here. ) 



DEGRADATION 

e thesis is not intended to be a 
module because the subject matter 
e a thesis topic in itself. The 
credible development of the 3F 
. Major points of interest are 
gorithm is presented in lieu of 
er in the Communications Module, 
ea is mandatory. Inherent in the 
licit tasks of: 

t strategic and tactical priori- 
F communications. 

tions based upon their scientific 
mmunication in a war scenario. 

and output parameters and how 
e demands of other submodules of 
le. 

ively simple algorithm which 
nt areas of RF interdiction and 
cunter F.F interdiction. (Note: 
e highly classified and should be 
inputs to submodule. They are not 
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2 . 



Sov iet S tra t egic and Tact ical Prior ities 

Tie first task is to determine RF strategic and 
tactical priorities that relate to BF communications. A 
noted Scottish scholar on Russian affairs, J.D. Douglas 
states: 

To the Soviet, Lenin taught that war is the continuation 
of politics, capitalism.. . should be eliminated by the 
revolutionary struggle.. . under the conditions of 
peaceful co-exist erce. The Soviet must be prepared for 
the wars it would like to £revent, particularly, nuclear 
war . [ Ref. 6 ] 

Prev ent is the key here. The Soviet Union emphasizes that it 
must have such overwhelming superiority, that no realistic 
government would ever challenge their right to survive. To 
the Soviet, "Prevention" means seizing the initiative and 
pre-empting in order to disrupt the enemy’s surprise attack. 
Should the world destabilize to the point that the Soviets 
feel war is necessary to attain their ultimate goal, then 
war it will be to its victorious end. 

In his book, Easic Principle s of O peratio nal Art and 
T actics , Colonel D. Savkin, a noted Soviet author and Army 
officer, states that nuclear weapons will be used with 
suddeness and in mass throughout the 3F deployment. The 
objective is to destroy armored groups, major command posts, 
junctions of lines of commu nication , and critical rear area 
objectives particularly the 3F nuclear, air defense, 
command, control, and communications facilities. [Ref. 5 pp 
190 - 191] 

Narrowing the scope of this operational strategy to 
the BF Corps, and using Soviet intonations as found in open 
literature, the following list (see Table IV ) of targeting 
priorities emerge as sequential events during the early days 
of the next war. If these targets are not destroyed 
immediately, the RF will continue to execute the priority 
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list. Even partial success insures a greatly diminished 3F 
capability to resist for more than a few days. 



TABLE IV 

Red Force Tactical Objective Priority List 



Time Sequence Objective Priority 

of Execution 

1 Disrupt C2 ox air defense 3 

2 Destroy Patrict/Hawk 3atteries 4 

air-air capability 

3 Disrupt C2 of nuclear 1 

capable units 

4 Destroy or capture 2 

nuclear units 

5 Neutralize C3I facilities 5 

6 Destroy junctions of 6 

lines or communications 

7 Reserves especially armor 7 

and artillery 



The Soviets feel that these tactical objectives 
within the EF Corps can be attained at least cost by reams 
of a pre-emptory mass nuclear strike followed by deep 
airbcrre and armored thrusts into the BF Corps and Division 
Rear Areas of operation. Their success or failure in 
attaining these objectives early means winning or losing the 
war. If successful, then BF political capitulation is 
expected. [Ref. 6] 

3 • Sov iet Int entions to Interdict 3F Communications 

The second inherent task is to analyze Soviet inten- 
tions, based on their scientific approach, towards BF commu- 
nications in a combat scenario. The scientific approach to 
solving military problems is ingrained into the Soviet staff 
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officer’s training very early in his career. This scien- 
tific approach, as it applies to our Corps battle, covers 
the areas of operations research, particularly cybernetics, 
modelling, and network theory. 

a. Operations Research and System Analysis (C3SA) 

The Soviets are heavily involved in the use of 
CRS A techniques such as combat modelling and network theory. 
Extensive operational and predictive modelling is used to 
determine reasonable probability estimates of carrying cut 
RF strategy given enemy capability and willpower. Network 
theory is used to plan information, logistics, and troop 
unit flew patterns that optimally fulfill operational 
requirements. Extensive unclassified literature concerning 
BF communications systems is available to Soviet planners. 
It is reasonable to believe that the Soviets could model 3F 
communica tiens systems. Using Network theory, they could 
find critical links and choke points. These critical links, 
if destroyed, would severely hamper BF capabilities. 

In Figure 3.1, the BF Common User , Communications 
Network cverlayed on a portion of the EAD Communications 
Zone is depicted. If Soviet Intelligence is able to find or 
predict where critical 3F control points and units are 
located then a simple network analysis will tell them where 
to lock for certain "signature" types of communication 
equipment and where to maximize the effects of interrupting 
EF communication with commando or air interdiction units. 

t. Cybernetics 

Fundamental to Soviet strategy is the belief 
that successful combat operations depend mainly on the flex- 
ibility and efficiency of the automated Troop Control 
System. To expedite the solutions of problems that might be 
encountered in preparing combat activities, they feel it is 
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H/P...Ha*k and Patriot Miss ilea 

Legend Mult' enamel LOS 

Satellite MC/SC 



Figure 3. 1 



BF Common 



User Communications Network 



necessary tc formulate com 
currently being planned fo 
information, to evaluate 
and to solve target ailocat 
to fuse data necessary for 
process data related to log 
calculations related to 
correlation of force determ 
The Soviet con 
the most valuable and vu 
command and control systems 



puter algorithms. C 
r or used to encode 
effectiveness of com 
ion problems. They a 
command in decision 
istics and movement, 
combat readiness, 
ina ti on £ Ref . 7 ]. 
siders communications 
lnerable portions o 
. It General Titov s 



omputers are 
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bat methods, 
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making, to 
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Communications is the basic means to ensure troop 
control. Loss of communications is the loss of troop 
control. and the loss of troop control in battle 
invariably leads to defeat. [Ref. 3] 

Lf. General Titov 



REC Doctrine establishes a 
ical time Army - Air Force 
nicaticns when they cannot 
[Ref. 3] 



Yoy e nn y V est nik #7,1971 



requirement to jam at crit- 
C2 and weapon system commu- 
te destroyed by fire power. 



The critical command and control assets within 
the BF Corps that the Soviets deem their highest priorities 
and the Soviet attack time sequence are listed in Table V . 
Attack sequence is for RF air interdiction purposes. It is 
safe to assume that Unconventional Warfare units already in 
BF rear areas would attack all areas simultaneous to create 
mass confusion and detract from effective air defense 
capabilities. 

4. D etail s of a Poten tial RF I nt erdiction Module (EFIM) 

Design of this module is obviously a thesis in 
itself, and will require a much more detailed excursion into 
the Soviet mindset for planning and executing Intelligence 
gathering efforts than is presented here. This subsection 
attempts to pinpoint the crucial ”who, what, where, and 
when” related to RF decisions that affect Blue 
communications 1 . 

The outlined EFIM, seen in Figure 3.2, examines the 
RF interdiction priorities and capabilities and selectively 
reduces the availability of certain 3F links. The reduced 
availability links are parametrically input into the 



*For more detailed information about intelligence 
collection and fusicn see Gandy, In telligence Colle ctio n 
Management .Thesis, Naval Postgraduate EcEooT, “Ecnterey, 
Calixcma , June, *584. 
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TABLE V 

Bed Force C2 Targeting Priority List 



Attack Sequence Targeting List Priority 

1 Automated Air Defense C2 2 

system (TSQ-73) S Communications 

2 Automated Fare Planning/ 1 

Eesource allocation for 
nuclear capable units & 
communication ;TACFIRE 

3 Semi-au tcmated intelligence 3 

collection and fusion by ASAS 
All Source Analysis System 

4 Logistic systems supporting 4 

nuclear units and 
movement of special 
ammunition S communications, 
and reserves. 

[Ref. 3] 



Communication Network database where updating of link sta'tus 
takes place. The EFIM list also goes to the Re con sti t ution 
Submodule and to the Bo n-op e ra tional Valuation Process. 

The Soviets intend to inflict grievous destruction 
upon C3 systems using Unconventional Warfare and Radio 
Electronic Combat prior to and during all phases of the next 
war. The Soviets define these terms as follows: 

a. Unconventional Warfare (UW) 

The UW forces conduct reconnaissance, espionage, 
sabotage, assassination, and interdiction of lines of commu- 
nications. UW is designed to weaken military capabilities 
of target country and support follow on conventional mili- 
tary operations. The Soviets have several hundred thousand 
people directly involved in this effort. [Ref. 2] 
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Figure 3.2 Outline of Bed Force Interdiction Module 

t. Radio Electronic Combat (REC) 

The purpose of EEC is to limit, delay, or 
nullify the enemy's use of his command and control systems, 
while protecting Soviet systems by electronic counter- 
countermeasures. The aim of EEC is to disrupt the enemy's 
critical time phasing to the extent that perishable informa- 
tion (on which decisions and orders are based) is obsolete. 
Figure 3.3 gives a RF planning cycle for REC. [Ref. 3] 
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Figure 3.3 BEC Planning Cycle 

A typical Radio Electronic Combat scenario may 
go something like this. A must assumption is that EF goals, 
objectives, and priorities are satisfied by attacking the BF 
air defense (AD) C3 facilities at Corps Level. The Soviet 
planners would set out to develop a plan to allocate intel- 
ligence gathering assets and then destructive assets to 
degrade the Havk/Patriot missile systems’ C3. Map reconnais- 
sance, human intelligence, electronic intelligence and 
signal intelligence are used to establish location of AD 
targets. Communications emitters are more difficult to find 
than radars. If radar is found, then communication emitters 
must be nearby. AE communication emitters are easy to 
interdict if a location and approximate frequency is known. 

If and when a target is found, it is jammed, 
deceived, or destroyed. BF communications in the AD arena 
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are jam resistant. They have low susceptibility tc ground 
direction finding. They are secure to prevent deception. 
They are highly redundant both in equipment and in transmis- 
sion path to prevent catastrophic loss of information. 
Since standoff jamming and deception efforts would probably 
be less than successful, the RF planners devise a plan to 
attack AD with unconventional warfare teams and ground 
attack aircraft. 

At a planned point in time (usually at the start 
of hostilities) unconventional warfare teams, already behind 
BF lines, attempt to jam AD "Air Battle Control" nets. EH 
equipped aircraft attempt to blind the radars. Ground attack 
aircraft then attack isolated AD targets. 

BF communications controllers assess ccmmunica- 
tion-s degradation and allocate backup nets and equipment to 
overcome degradation cr non-available links both in the real 
world and in the model. 

If we examine each process within the degrada- 
tion scenario, we can see many explicit and implicit deci-_ 
sions that must be modelled on both sides. Table VI lists a 
few of the decisions made over the course of planning and 
executing the war from the Soviet point of view and then the 
countering decisions from the BF point of view. 
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Figure 3.4 depicts tne 3F Corps Area under UW 
and EEC attack. The shaded zones near the line cf ccr.tact 
(FSB A ) depict the best military judgement probabilities of 
radio-electronic intercept, direction finding (DF) , and 
jamming usage. The softer underbelly areas in the Division 
and Corps rear areas depict the employment of GRU, SEEZNEIS, 
and airborne commandoes whose specific mission is to 
maximize disruption in the rear area, seize or destroy 
nuclear ammo and delivery systems, destroy air defense 
systems and associated command, control, and communications 
facilities. The ability to penetrate forward defenses is not 
an issue, however, assuming penetration, the probability of 
mission success is an issue. Mission success depends upon 
commando search and detection capability and the ability of 
the EF electronic counter-counter measures to mask EM 
emissions and exploit anti- jam techniques. 

c. The Nuclear Question 

A mass nuclear attack upon key installations in 
the Corps and Division Rear Areas would temporarily blind 
all but the most hardened of communications systems as a 
result of the Electro-Magnetic Pulse (EMP) . The ability of 
communication links to be restored depends upon classified 
technical parameters of each system, the distance from 
ground zero, and the atmospheric conditions. (The character- 
istics can be input as parameters and obtained by table 
lookup for the module.) A nuclear air burst at 50 KM height 
can knock cut communications in an entire theater for a 
period cf time. It is pointed out that this would effect 
both EF and RF communications and would most likely occur at 
the beginning of the war. This tactic maximizes the effec- 
tiveness of the side that has done the best planning and 
needs nothing more than n on-eiectron ic signals to execute 
plans. In the module, nuclear attack parameters can be 
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Figure 3.4 R? ECM Interdiction Zones 

handled the same as any other attack except that the prob- 
ability of reduced availability for most links would be near 
one. After a period of time, links regain availability 
levels dependent upon their distance from the burst. Quickly 
following this mass strike are armored assaults and airborne 
insertions. After this, the most likely interdiction are by 
ECM trained commandoes and manned or unmanned jammers 
remotely emplaced in the rear area. 



c. 



BLUE FO BCE NETWORK CONGESTION AND DEGRADATION 



1 • Int rod uc tion 

Ihe purpose cf this section is to determine the 
probability of messages being delayed 2 and the Ejected T ire 
cf Delay for 3lue communica tions traffic and network archi- 
tecture. This submodule has been developed in detail and 
has reached the "stand alone" level of maturity as far as 
the algorithm is concerned. 

Throughout this section, analysis will be made of 
the multichannel systems and terminal equipment supporting a 
Tactical Command Post (see Figure 3.5) to determine the 
cause and effects of trunk congestion and terminal equipment 
congestion. Trunk co nges t ion refers to the overloading of 
circuits that flow over the links between nodes. The busy 
signal one receives after dialing only the area code or 
prefix of a telephone number is called a trunk busy signal 
and is an example of trunk congestion. On the other hand, 
ter minal con gestio n is caused by having too few telephone 
instruments available to meet a given trunk demand and is 
indicated by a busy signal received after dialing all the 
numbers including the last four. The hardware layout 
depicted in Figure 3.5 is similar for all communica tions 
architecture variations. Analogous situations occur in the 
use of single channel net radios. The busy signal here is 

not a nagging phone busy tone, but the operator is keenly 
aware that someone is transmitting; his net is busy because 
his radio receiver is "seized" by the current user and he 
cannot transmit effectively. He must wait for his frequency 
to clear to transmit, just as the telephone subscriber must 
wait for a circuit tc become free. 



2 A fairly good measure of effectiveness of a service is 
provided by the probability that an arriving customer will 
not be given immediate service. This probaoility is called 
the less p robabili ty or the delay probability . 
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Figure 3.5 Tactical Command Post Layout 

2 . Mes sag e Traffic Pat abase 

This portion of the module (see Figure 2. 1) requires 
a communica tions requirements database to be loaded into the 
network architecture to provide the "all other" traffic 
which the Blue Interdiction Force communications must 
compete with for electronic patns. The only database 
currently available is the Communications Support 
Requirements (COilSR) Eatabase. 

The COMSR Database is a file of communications need- 
lines owned by the US Army Signal School, Ft. Gordon, 
Georgia, and stored at the Data Processing Field Office, 
Fort Leavenworth, Kansas. The database was originally built 
using the Delphi techniques at the TRADOC Branch Schools, 
but has fallen into a state of disrepair and disfavor 
because it has not been updated and revalidated in recent 
years. However, CCMSR possesses the only past validated 
communications needlines and data elements in the Army. Near 
term requirements call for revamping and updating of the 
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original CCHSR, probably using the data elements and proce- 
dures developed during the Eattlefield Communications Review 
cn Data Distribution. 3 (see Table VIII) The new database 
will be updated using Delphi techniques. Simplifications 
and a reduced number of data elements will hopefully 
encourage the Branch Schools to regularly update their 
communications needlines in order to keep the database 
viable. The data elements discussed below are the most prob- 
able and closely resemble the data elements that are 
discussed in the Message Vector section. The Communications 
Module only needs the approximate load over each circuit to 
give a good "ball park" estimate of the probability of 
blocking and the average delay time. 

Cnee the entire COMSE, to include voice, record 
traffic, and data modes is updated a valuable database for 
ALIM will exist. Notice elements six and seven, these 
elements depict a type of price tag or value for each 
message. The values are actually determined by the TRADCC 
Branch School in conjuction with the Combined Arms Center on 
a message by message comparative basis. 4 



3 Ferguson, Michael., GS 13, USASIGS, Ft. Gordon, Ga. , 
Teleccn zd> March 84, with author. 

4 For more information see CGVS Dynamic Value 
Deter cinaticn for potential usage. 
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Tafcle IX depicts the COMSR Bubble Sort program for a 
typical Tactical Command Post. It is the responsibility of 
the Pouting Submodule to initially select the routes over 
which all COMSR traffic flows. For instance, the heavy 
voice and data load between the Tac CP and Main (see 
Appendix D) will be routed primarily via the multichannel 
LOS VHF system connecting the two nodes. 



TABLE IX 

COMSR Needlines;: Tac CP to Other Users 



ACS 



ADA Bn CORPS AirCR 



C05PS TACSC 



DIV MAIN 




C EH I Bn 



Reinforcing 
DIV MAIN 

Adjacent DIV 
3DE MAIN' Sig 'Bn 



TACTICAL CP 



CORPS ArmCS 
HC CORPS 
-DIVARTY 




3DE Main 



SOPCOM 



The COMSR database has files whi 
metric details of all traffic passing thro 
within nodes and subscribers, respectively 
are necessary to match with the R 
parameters. A few file definitions are in 
Typ ica l Unit N umb e r (TUN) F ile : 
conjunction with a CCKSR database. Its p 
to provided a convenient index for all 
Organization, and Equipment (TCSE) specifi 



ch give the para- 
ugh, between, or 
. These parameters 
outing Submodule 
order: 



A file 


used 


in 


rimary function 


is 


unique , 


Table 


of 


c units. 
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A file used 



SPEC. . . S pe ci f ic Dni t File: A file used in conjunc- 

tion with the COMSB database which organizes the units 
contained in a database into a desired force structure. 

In ter Dnit CCf'SR File: A communications requirement 

(file) to pass information between two or more individuals, 
assigned to different TOE units, and not in immediate prox- 
imity to each other which must be satisfied to accomplish 
assigned mission. 

jt ra. unit CCMSR File: A communications requirement 

(file) tc transfer between two individuals, assigned to the 
same TOE unit, and not in the immediate proximity to each 
other, which must be satisfied to accomplish assigned 
functions. [Ref. 19] 

3. General Scheme of Operation 



The Database is loaded into the Routing Submodule. 
The Routing Submodule then provides: 

Ccmmunica tions traffic requirements between signal 
centers (nodes) prior tc routing. 

Traffic summaries along links between nodes after 
routing . 

Local and long distance distribution of communica- 
tions traffic. 

Cnee the traffic has been routed, arrival rates and 

worst case "busy" hour can be 
The parameters needed to deter- 
mine blocking probability and expected delay time are the 
arrival rate, service rate, type queue service, and, if more 
than cne communication node is involved, a list of sequen- 
tial queues (nodal s witchbo ards) . Given the blocking prob- 
ability for the EFI traffic that is being explicitly 
modelled, Monte Carle methods can determine if the message 
will be blocked. If the message is blocked, then add the 
delay time to the message vectors elapsed time clock 



1 . 
2 . 
3. 



service rates during the 
determined for each circuit 
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parameter. The mess 
queue where block 
determined. 

Incidently , 
Simulation Com m uni ca 
simulator model desi 
architecture using C 
inputting all routi 
inflexible to change 
used successfully in 



age vector is then forwarded to the n 



ing 
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and 


delay 


time 
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Army curr 


en tly 


owns 
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Model 
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to simulate 
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However, 


SI MCE 


requires 
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each message. 
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network design. 
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ten years. 
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4 . Analytic s 



Eestated in acre familiar terms, the critical ques- 
tions that need to be addressed by this submodule are: 



1 . What is the prob abi 
will find all channe 

2. What is the a verag e 
finds all channels b 

A major premise of this 
attempt to explicitly and 
flow through the Army Tac 
its three generations of 
equally variable future 
described by the Integrate 
1976 ,1979, 1981, 1984, and 
the processes of the commu 
Telep ho ne T raf fic Theo ry (T 
imate answer to our questio 
and computer processing tim 
built in this manner, 
parametrically input what 



lity that a communica ticns user 
Is busy? 

delay time experienced if user 
usy? 

thesis is that it is futile to 
exactly simulate communications 
tical Communications System with 
electronic componentry and the 
communica tions architecture as 
d Tactical Communications System 
future revisions. By examining 
nication traffic, we can apply 
TT) in order to obtain an apprcx- 



ns 


at 


a gr 


eat savings of manpower 


e. 


If 


the 


communication module 


is 


then 


it 


will be possible 


to 



ever technical specif ications. 



s Discussion of a simple 
dure is presented later m 
Spanning Tree. 



r, more re 
tne Routin 



sponsive routing 
g section under 



proce- 

Mxnimum 
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equipments, or architectures that are being analyzed by 
simply varying the channel capacity, routing, speed of 
transmission, load, etc. , that effect the arrival and 
service rates. Petr Beckmann, a noted TTT specialist, 
feels : 



The facilities needed to realize a telephone conver 
ticn between two subscribers of a network are exce 
ingly complex. One of the pleasant aspects of Teleph 
Traffic Theory is the fact that one need not excessiv 
concern himself with these complexities in detail. (M 
equipment) ... f unction and derails of operation 
irrelevant to traffic theory. [Ref. 10] 



sa- 



ed 

on 

el 

os 

ar 



l 



5 . Ove rview Of Congestion Alg orith m 



Messages are assumed to have Poisson arrival and 
Exponential service times. These assumptions are validated 
in numerous studies of telephone traffic data and do not 
present a controversial issue to communications experts. 

In a communications network every nodal switchboard 
acts as a separate queue. The traffic flowing through the 
links stops at each ensuing switchboard (even if for only a 
micro second). In Figure 3.5, when the G3 picks up his 
phone, he may or may not receive a dial tone from the switch 
at the TAC CP. The switchboard represents a type of queue 
called a terminal queue. Assuming he gets a dial tone, he 
dials his first four prefix numbers. He may or may not 
receive a busy signal from the Command Node switchboard. 
This switch represents a queuing process called a network 
trunk queue. This process goes on for as many switchboards 
as are transit ted. Cbviously, the more nodal switchboards 
transitted, the higher the probability of being blocked, and 
the longer the expected delay time. This process is intui- 
tively appealing, especially to readers who have used the 
Autovcn system. 



49 



Ihere are two basic types of switching service 



facilities as shown in Figure 3.6 . In both, subscribers are 
assumed to call at random times and thus occupy cne of the 



when all the lines are busy, the subseguent treatment 
depends cn the type cf service system for that circuit. If 
these calls are turned away (e.g. a busy signal) the system 
is called a loss sys tem because it loses all memory of calls 
arriving at times when all the channels (see Figure 3.6 A) 
are busy. Cn the other hand, calls arriving when all the 
channels are busy may form a queue and wait until service 
becomes available upcn successful completion of service in 
the channels. This cccurs for telephone devices that hold 
blocked calls. Such systems are called d el ay systems . if 
the number of customers in a holding ^ueue is limited (e.g. 
based upcn storage capacity or number of automatic rercut 
tries), the result is called a combined loss and delay 
system. 



derived frcm the utilization factor or traffic intensity 



the service rate (denoted jj ^ ) . The l oa d , a basic concept of 
traffic, is the prcduct cf the call rate and the mean 
holding time. Although the load is obviously a dimension- 
less quantity, the lead is measured in units called £5 L ANGS . 
For example, a certain type of telephone line that handles 
50 calls per hour with a mean duration cf 3 minutes (1/20 of 
an hour), has an equipment load of 50x( 1/20) = LTD =2-5 
Erlangs. 6 



6 One of the classic results in the study of telechcne 
traffic is the formula for delay given by Danish engineer 
A.K. Erlang in 1917. This is for a random call input to a 
fully accessible simple trunk group with the holding time 
exponential and calls served in the order of arrival. 



available service channels. If the call arrives at a time 



The behavior of any queuing service system is 



(denoted Q ) , which is the call rate 




divided by 
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Random 




U> LOSS SYSTEM 



<b> DELAY SYSTEM 



Figure 3.6 Type Service Facilities 



TABLE X 

Service Available to Subscribers 



l ess Systems 



Routine Calls over S/C 
Net Radio 

Routine Telephone Calls 
over Common user System 



Delay Syste ms 



Higher Precedence Calls 
over S/C Net Radio 

Higher Precedence Calls 
over Common User System 

Store and Forward Data 
Switches 

Air Defense Communications 
System 
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EF network congestion is a critical 
level III high resolution methodology. In this 
learn just how grievously the environmental 
enemy interdiction, and friendly communication 
the message transit times. 



part of the 
submodule we 
degradation, 
loads effect 




Message Vector 



Figure 3.7 Network Congestion Algorithm 

As seen in Figure 2.2, the non-opera tional links 
resulting from either environmental degradation cr enemy 
interdiction are input into a No n- Op era t i o na 1 Record in the 
Network Database. If enemy interdiction causes catastrophic 
communication degradation within an area then the 
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Cper at ic na 1 Ne t w or k Record is updated. A massive chan 
the Operational Network would trigger a need for a coi 
review of how the Rou ting Submodule loads the network 
a complete run of the ROUTE Submodule again). If minor 
availabilities occur, then the Reroute Process inform 
Non-Cperational record. This results in the message 
sitting the first alternate route, which is already s 
in the message vector. The Re rout e Submodule then in 
the leaded N etwork Record and the arrival rates of the 
link are added to the alternate routes using the 
decomposition technigue that is discussed later in F 
3.9. 
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• The cre tica 1 J ustif i cat ion for Traffic Analytics 

a. Simulating Loss Service Facilities in Army 
switches 



Our G3 (see Figure 3.5) has 
phone means of communicating with a 
ine call. This action puts him into 
em which utilizes the Loss service di 
of telephone calls, the customer arr 
initiations; the service channels 
uits, and the service times are th 



tion times. No queues 


as 


such exist 


ching facilities have 


no 


provisions 


cannot be immediatel 


y 


connect ed. 


red in one of twc ways: 




they are ei 


signal, cr returne 


d 


to the pre 



uting. In either case, the calls 
lity being negotiated [Bef. 10]. 

In T IT, the EELANG B formul 
ity that k cut cf c parallel service 
n the utilization factor or offered 
ity that all c channels are busy and t 
red call will be lost is seen in Eguat 
ran program for determining this is gi 



selected the voice 
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a gives the prob- 
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load. The prob- 
hat , therefore, an 
ion 3. 1 . A short 
ven in Table XI . 
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LOSS 



C pK 



Jo K 



C = 4t3USY CHANNELS 

(3.1) 

K * ^TCTAL CHANNELS 
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TABU XI 



Determination of Erlang B Values 



c 



TAPE 5 = INPUT, TAPE « -= OUTPUT 

REAL LOAD. LMIN. LN'iAX, LSTEP 
INTEGER C. CMIN. CMAX. CSTF.P 
DIMENSION FCTRL( insert CMAX or greater) 

READ (5, 10) LMIN, LMAX.LSTEP.CMIN, CMAX, CSTEP 
10 FORMAT! ) 

FCTRL(l) = 1. 

DO 20 J = 2, CMAX 
RJ = J 



20 FCTRL(J) = RJ*FCTRL(J - 1) 

DO 60 C = CMIN, CMAX. CSTEP 
WRITE (6, 30) C 

30 FQRMAT ( include desired headings here) 



MM AX = LMAX/LSTEP 
MMIN = LM1N/LSTEP 
DO 60 M = MMIN, MM AX 
AM = M 

LOAD = AM* LSTEP 
SUM = 1. 

DO 40 K = 1, C 

TERM = (LOAD**K)/FCTRL(K) 
40 SUM = SUM + TERM 
45 PL = TERM/ SUM 

WRITE<6, 50) LOAD, PL 
50 FORMAT( ) 

60 CONTINUE 
STOP 
END 



t. Simulating Held Service Facilities in Army 
Switches 



Our G3 has selected the computer terminal to 
send electronic message traffic to the Brigade S3. This 
action puts him into the Store and Forward Message Switch 
System that utilizes Elocked Calls Held service discipline. 

The calls that do not find an idle facility are 
blocked, but are held and delayed in order to be connected 
when a path becomes available. In the simplest case, calls 
are held by a human telephone operator or a memory device. 
The switch holds the originator’s line or promises to call 
back when a free line is available. The subscriber who, on 
being blocked by an automatic facility, redials his call at 
frequent intervals until his call is connected, in effect, 
also joins a queue of subscribers waiting for Held service 



[Ref. 10]. The G3 uses a type of Held service if he chain 
dials until he gets an available circuit. Chain dialling is 
a reasonable assumption especially if the call is cf a 
higher level of urgency (as all marginal traffic will be) 
and the message must get through to the distant end. 

For telephone, data, or teletype traffic, the 
service held queue can be described by the Erlang C formula. 
For large numbers of calls the probability of blocking is 
equal to the probability of delay, in ether words the prob- 
ability that all channels are busy equals the ratio of 
delayed to offered calls in Equation 3.2 . A short Fortran 
program for finding Erlang C Values is in Table XII . 



P DELAY 



P C +cl(i 




C-T 



E 



K®0 




(3.2) 



C = ^=3USY CHANNELS K = tETOTAL CHANNELS 



If we are looking for a way to find the delay 
times for each precedence level we may use the following 
concepts. 

7 . High Resolution Can d idat e 

a. Precedence level. Preemptive Resume Queue 

Introducing a priority structure into a message 
set influences the expected value of the time that each 
precedence group spends in the queue. Intuitively it is 
clear that a priority system would allow higher precedence 
messages to pass faster than a non-priority discipline and 
conversely lower precedence messages pass slower than in a 
non-priority system. (See Figure 3.3). 
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TABLE XII 



Determination of Erlang C Values 



LINES 1-40 FROM TABLE XI 



40 DIMENSION FI insert C2 or greater) 
50 READ LI. L2, L3. Cl, C2. C3 
60 LET FI1) = 1 
70 FOR J = 2 TO C2 
80 LET FU) = J*FIJ - 1) 

90 NEXT J 

100 FOR C = Cl TO C2 STEP C3 
110 PRINT **C = ” C 
120 PRINT “LOAD”, ** BLOCK.PKOB." 
130 FOR L = LI TO L2 STEP L3 
140 IF L > C THEN 230 



150 LET S = 1 

160 FOR K = 1 TO C 

170 LET T = Lt K/FIK) 

180 LET S = S + T 
190 NEXT K 

200 LET P = LtC/ILt(C+ 1)/C + F(C)*(1-L/C)*S) 
210 PRINT L. P 
220 NEXT L 
230 NEXT C 

240 DATA (insert values needed in line 50) 
250 END 



RC ■= C 



IFILOAD.GT.ro GO TO 60 
and replace statement 45 and the next by 

45 PD = (LQAD**C). tLOAD**(C-*T)/RC-FCTRL(C)*( 1.— LQAD/RC)*S) 
WR1TEI6/ 50) LOAD, PD 



b. Required Operational Assumptions 

The use cf Telephone Traffic Theory seems to be 
an ideal approach for analyzing the complexities of deter- 
mining delay times in tactical communications systems. 
Several assumptions are required in order to use queue anal- 
ysis techniques. One assumption is that if a subscriber 
receives a busy signal, then he will hang up and continue to 
redial until connected to his distant end. This assumption 
allows the queue discipline to be one of "blocked calls 
held" instead of "blocked calls lost". This step is 
justified by the studies of J. Riordan and R. '.filkerson 
which resulted in numerous publications in the Bell System 
Technical Journal. The most significant is an article by 
Riordan in which he contrasts the Erlang C queue with random 
service queue. In determining delay times for random order 
of service, the article reports that the mean delay time is 
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NON- PRIORITY 




[Ref. 11 p8 0 ] 



Figure 3.8 Priority vs. Non-Priority Queues 



approximately the same as for an ordered FIFO discipline. 
This is remarkable and convenient since the E (delay time) 
for random order of service is not "closed form " solvable 
but FIFO service is solvable [Ref. 8] and [Ref. 9]. Petr 
Eeckmann states that: 



Random order of service in telephone traffic occurs when 
subscribers hold their own calls by constantly probing a 
busy facility (outside lines serving their extensions/ 
an engaged number, long distance trunks, etc.). The 
subscriber whose attempt comes first just after a line 
has become available is so favored only by chance. Mere 
important, modern telephone equipment includes switching 
systems wnere control equipment ror setting up paths is 
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common to several switching devices; and this control 
equipment handles delayed calls an random order. 
[Ref. 10] 

Another important assumption concerns the inde- 
pendence of interarrival times and message lengths at 
queues. A recognized difficulty arises whenever networks cf 
(tandem) queues are analyzed. This difficulty rests with the 
assignment of a delay to each message. This assignment gives 
rise to a dependency tetween the interarrival times and the 
lengths cf adjacent messages as they flow from one queue to 
the next queue. One can attempt to satisfy this difficulty 
by refering back to the original G3 message generator 
discussed previously (see Figure 3.5). Bis messages are 
assumed to be Poisson arrivals even though his message 
interarrival times and lengths are indeed dependent. The 
Poisscn assumption is valid because the collective interar- 
rival times and length of messages generated by the entire 
population of subscribers exhibited an independence, i.e. 
the message lengths generated by the G3 at Corps are 
completely independent of the arrival times of messages 
generated by the G1 at Division or the S2 at the ADA 
Battalion, etc.. 

Carrying this reasoning forward to analyzing the 
internal, nodal queue to nodal gueue network, one can also 
make this independence assumption. There are from 12 to 96 
channels transmitting or receiving messages from one node. 
The multiplicity of circuits in and out of each node consid- 
erably reduces the dependency tetween interarrival times and 
message length cf the consecutive messages as they enter 
subsequent queues within the network. [Ref. 11 ] 

Leonard Kleinrock, a noted TTT theorists, states 
the Independence Assumption as follows: 

Each time a message is received at a node, a new length 
"v" is chosen rcr this message from the following 
probability density function in Equation 3.3 . 
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(3.3) 



pw= A e - ^ v 

X= ARRIVAL RATE 

It is clear that this assumption does not correspond to 
the actual situation in any practical communication net. 
Nevertheless, its mathematical consequences result in a 
model which accurately describes the behavior of the 
message delay in many real nets. 



He validates this assumption through simulation in [Ref. 11 
PP 50 - 56], This eguation is imbedded in the theory of the 
Recursive equations and is not a computational requirement 
of this submodule. 

The bottom line is that for a large number of 
calls within the overall system and the above assumptions, 
it is possible to analyze a random order of service problem 
such as a subscriber continuously redialling if he gets a 
busy signal using TTT, and in particular using calls held 
service. We can analyze a tandem queue situation by locking 
at each nodal queue individually. 

By decomposing the arrivals (allowable by the 
Poisson Assumption) into a number of branches that can be 
analyzed as single server queues (see Figure 3.9), it is 
possible to make maximum use of the work accomplished by 
Cobham, White, and Christie. Additional criteria for this 
queue model are that there are a total of P different prece- 
dence classes. The messages from each precedence class 
arrive in a Poisson stream at a rate of Ap) / each message 
from class ? has an exponential service time with mean . 

The discipline considered in this model is the 
fi xed priority system wit h preem ption . If a message of 
lower priority is preempted by a higher priority then it 
'’resumes'* from the point of interrupt to complete the lower 
priority message once the higher priority has been completed 
[Ref. 11 pp. 73-74]. Ihe assigned priority remains fixed in 

time. These criteria do not remove us from the reality of 
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Figure 3.9 Decomposition of Arrivals 



military telephones systems. On the contrary military 
priorities are fixed into Flash Override, Flash, Immediate, 
Priority, and Routine precedence levels. Any queued Flash 
has a higher priority than any queued Immediate regardless 
of the message entry time into the system. If the Immediate 
caller is preempted then the caller would redial his call, 
get a completed circuit if a channel was free, and continue 
with his conversation. 

The equations that are used are defined recur- 
sively as follows in Table XIII . An important concept that 
effects the arrival rate is the determination of tne B usy 
Hour. For the busy hour to be more realistic each func- 
tional area would need to designate the percentage of 
traffic sent and received over each hour of a twenty-four 
hour period. This is possible, however, not discussed in 
this thesis. The busy hour slice is 15 ?. of COHSR traffic 

and represents the communications system peak load hour 
which may or may not be an individual functional area peak 
load time. 



c. Procedure For Determining Mean Delay Times 

1. Determine the busy hour traffic by taking 1 5X of 
total traffic over the link being analyzed. 

2. Determine ( X ) f r oAes sages transitting link (.ie 
messagestrarsitting per busy hr / link capacity) . 

3. Determine average service times by precedence then 

= 1/( serv i ce time) 

4. Use recursive equation to determine average delay, 
D (ip) , for each precedence level for that link. 

5. Examine route chosen for BF traffic. Sum the 
average delays for particular precedence across all 
transit ted links, (S)= ^Tf^Dip } l=LINKS OF ROUTE 

6. Draw random variable from EX? (S) , that is actual 
delay time for that message 
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TAELE XIII 
Eecursive Equations 

Dp - DelayTime for the P +h Precedence Level 

pfa'jr P'-h 

-_FLASH OV£RMO£ ) F - Fi-ASM^l-XMMEPIftTE^-PRIfl R IT V 
ROUTINE 




63 



TABLE XIV 

Numerical Example 
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(. 6722 ( .0308) + .023 + (.0 18)) / (.8762) = 253.5 seconds 
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Figure 3. 1 0 Tandem Queue 
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TABLE XV 

Example Flash Override Delay Times 



Phene 1-11 
1 1-01 
0 1-02 

02-Phcne 2 



1.00 sec 
.18 sec 
. 1 0 sec 
1.00 sec 

272B~sec for connect time from Phone 1 
to Phone 2 



IV. COMMUNICATIONS GENERALIZED VALUE SYSTEM 
A. INTRODUCTION 

The Air-Land Interdiction Model will have an overall 
Value System. The discussion that is to follow concerns the 
Communications Generalized Value System (CGVS) , a separate 
entity, not to be confused with other combat functional area 
Value Systems or the overall Air-Land Value System. The 
CGVS provides the means of determining the utility of each 
component of the communications architecture in both the 
static and dynamic states. The CGVS (see Figure 2.1) will 
be able to provide to other submodules the quantitative and 
qualitative information necessary for planning future 
augmentations or reductions of currently deployed assets, or 
for prioritizing and allocating resources to restore 
degraded assets. 

The CGVS submodule, analogously speaking, is the sensory 
inputs of the nervous system of communications . The CGVS 
provides numbers to the brain so decisions can be made. 
Each communication link derives value from how efficiently 
each message level of urgency (precedence) is handled, and 
that links role within the context of the entire communica- 
tions architecture. The intent of the CGVS is to measure 
only marginal traffic created by BIF because the ALIM is 
interested only in Air-Land Interdiction units. The model 
has the capability to measure background traffic value if 
required. Every message is destined for a certain part of 
the system body; the addressing and urgency decide which 
artery the message flows. Unlike the human body, this 
message can be stored or rerouted if a part of the system is 
temporarily incapacitated. This information flow is 



67 



accomplished as transparently as possible to the message 
sender or receiver. The value of each communication link is 
directly determined by the users through the messages they 
send. Based on the communications required by the users, the 
communications planning staff literally builds from the 
ground up the communications to support the requirements. 
All the network building or rebuilding decision logic find 
their justification in the CGVS. Usage of generic systems 
or allocations of additional resources of any type are 
directly determined using data from the CGVS. There are no 
models which currently utilize any sort of CGVS to make 
decisions of high resolution for communication play. The 
CGVS is essential to credible examining of comparative 
decision making in a high resolution environment. 

E. CGVS CONCEPT 

The CGVS data used for designing and maintaining commu- 
nications support is broken down into areas based on time 
and event sequencing; the pre-combat static phase and the 
combat dynamic phase. Standing operations orders, based 
upon historical deployment of systems over years of exercise 
play, exist for deployment of communications systems. 
Planning staffs have created OPLANS based upon potential 
tactical scenarios and expected potential value of communi- 
cation links to mission accomplishment. The planners know 
generally who must be supported, however the unit locations 
and volume of traffic vary considerably based upon indi- 
vidual unit's time sequenced contribution to the ongoing 
battle. For example, a high priority communications link 
ties Theater Sain to Corps Main from rhe start of the war. 
One might assume that this link would have tremendous 
dynamic value because this link ties a resource allocater to 
a heavy resource user while in the midst of mortal combat. 
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Quite to the contrary/ Corps Main cares little about its 
ability to talk to higher headquarters in the early stages. 
Corps Main is concerned with the battle situation tor the 
first few days and is capable of fighting at this time rela- 
tively unsupported by Theater. The link maintains a high 
static value. As the days wear on, this link obviously 
becomes much more critical to Corps for allocation of 
replenishment resources from Theater, i.e. the link attains 
a high dynamic value with time. 

What is the Value of this link? This is a difficult 
concept to grasp because the value changes over time and 
event occurrences. What is the value of alternative routes 
to this link? Should reconstitution of this link take place 
when degradation occurs? When is the value of this link so 
high that Red Forces must attempt interdiction? Hew do we 
quantify this value ever time? These research questions must 
be resolvable by analysis of the CGV 3 output. What stands 
out most at this pcint is that the initially deployed 
network links have a potential value based on historical 
usage and as the battle progresses, the link values increase 
or decrease in value over time based on user demand 
generation and the success of enemy interdiction efforts. 

Picture a pipeline through which passes general communi- 
cation traffic havirg relatively small values. If this 
traffic is delayed for a period of time the value does not 
deteriorate or reduce the war fighting capability. Impose on 
this link traffic of a newly arrived unit called the All 
Source Anal ysi s Center which has traffic for the Corps TOC 
(Figure 4.1). 

When entities of high value are placed on this link the 
message traffic and corresponding message value jumps enor- 
mously. Should this link be overloaded or incapacitated, the 
alternate routing for this needline increases in value 
dramatically. The Expected Delay Time would definitely 
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Figure 4. 1 



ASAC to COEPS TOC Needline Routing 



increase because the more "metal", the lower circuit 
availability, and higher the probability of delay. 

Congestion or overloading on these links may on occasion 
result in the devaluing the time sensitive messages. The 
devaluation may be to the point where the decision to still 
attack a certain target may be reversed in favor of a now 
more valuable target. (Figure 4.2) 

The new Communications Support Requirements Database 7 
will provide guidance as to the comparative value that each 
functional area message possesses if it were delivered in 
real time. Examine Table VIII . This Table reveals data 
elements Six (Speed of Service and Perishability of 
Information) and Seven (Cost of Failure - critical, indis- 
pensable, essential, etc.). Element Seven could give us the 
initial value 8 (Vi) for Figure 4.2 . Element Six could give 
us the Exponential parameter needed to degrade the value of 
the message over time thereby giving us the final value. 
This Value Process is feasible, but it remains to be seen if 
the CCMSR database can gain the support needed to update and 
revalidate these data elements. 



7 This database was discussed in the Communications 
Degradation Submodule and further study should be conducted 
in this area. 

8 Using MADMAN (Appendix C). , weighting techniques deter- 
mine a value for critical, indispensable, and essential. 
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value 




Figure 4.2 Value Degradation Over Time 



The communication complexity in a war environment natu- 
rally generates maty questions. The CG VS coupled with 
message vector audit trails will help answer them. But how 
is this elusive value found? Intuition suggests that 
message value should be calculated in the Communications 
Module by aggregating products of the number of messages 
times an urgency level (precedence) multiplier for each 
message ever the link. However, this procedure ,although 
simple in design, reflects the point of view of the communi- 
cations officer and not the subscriber. An amazing amount of 
'’precedence creep" occurs when a subscriber needs to pass 
information quickly but is not authorized because of the 
requirements of each precedence level. On a fast moving, 
dynamic battlefield, information about when and where to 
resupply beans and bullets can be just as important as where 
to conduct an air strike in winning a battle. A value 

system that would lend itself to designing a communication 
network that minimizes delay times for all precedence levels 
is far mere responsive to the subscriber than just saying a 
link is of such and such a value because 3000 routine 
messages passed through it in the last hour and were all 
delivered within the required 24 hour period. This section 



71 



will describe a system that will reward and punish networks 
based on tine delay and not on minimum precedence aspiration 
levels. This value will become a key input parameter to the 
Reroute Submodule, the Reconstitution Submodule, the Network 
Grid and the audit trail of the Interdiction Model as a 
whole. 

1. Sta tic Value C eter m ination 

Suppose general mobilization follows a buildup to 
East-West tensions along the German border. According to 
most scenarios the first deploying organizations are the 
tactical Signal units supporting the Corps and Theater 
Communications Zone (COMMZ) . The intercommunications grids 

required by wartime CELANS are set up and functionally oper- 
ative within three days. There are, as yet, few if any users 
of the tactical network. Most combat, and combat support 
units are preparing for deployment or waiting for political 
approval to deploy from their base Kasernes. They are still 
using the fixed communica tions supplied by the O.S. Army 
Communications Command or the Bundespost Phone System. 

At this point in time, the tactical communications 
system has a potential value based upon the generic systems 
which have been deployed to support potential users. 
Although the communication grid has been designed symmetri- 
cally to reduce its susceptibility to enemy collection 
efforts, there are enough asymmetries to suggest that seme 
nodes are more important than others. Certain types of 
radios are indicative of the importance of the users they 
support and of the importance of the internodal links to the 
success of the overall comm unica tion network. The potential 
value of these links and nodes is static because no users 
have teen tied into the network. 

The method used to derive the utility values of each 
component of the communication architecture is found through 
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TABLE XVI 

Relative Entity Utility Value 



(The higher the n umber the bette r) 



Transmi ssi on 

Satellite 
Ground Stations 
Microwave links 
Mobile Sub Central 
AM links 
FM links 



Utility Value 
“To TJetworT 
9H3 

648 
330 
353 
137 



Egui cm e nt Value 

CircuiT Twitch T5F 

Record Traffic Switch 4S0 

Network Control Elements 486 
Commcen ter/DST E 194 




a variation of the MAEMAN Algorithm discussed in Appendix C. 
The basic unit of communication hardware and therefore plan- 
ning is the circuit. The MADMAN Methodology provides a 
means to derive a single aggregated measure of effectiveness 
(MOE) , a utility value, from various individual attributes 
for the circuit. Seme of the attributes considered by the 
experts are equipment survivability, cost, mission essen- 
tialness, reliability, and capacity (see Table XXIV for 
details). The following procedure outlines the MADMAN input 
requirements that must be based upon communications and C2 
experts opinions . 
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TABLE XVII 
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These attributes and ethers are weighted in pairwise compar- 
isons. The potential role value or conditional value of 
circuits such as for nuclear release may in this manner be 
included as an attribute which considers "Potential Value". 
Cnee the S(j)'s, the scaled values in Table XVII , have been 
obtained then multiply the values by 1000 to derive more 
aesthetic utility values. As seen in Figure 4.3, by summing 
the individual values of the equipment employed and "on 
site" backup we can determine the static value of signal 
nodes prior to any traffic being passed. 




Figure 4.3 Static Value Example 



2. Dyn ami c Value Determination 

As the combat forces assume their battle positiens 
and users begin to place demands on the communications 
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system, the value cf links shift from the static value of 
hardware to a dynamic value based upon the actual message 
flow. Before describing the dynamic value system, we give a 
brief scenario as a message travels from the ASAC to the 
Fire Direction Center: 




Figure 4.4 Hessage Scenario 

From Figure 4. 4 we see that a phone number is punched into a 
digital telephone at the origin. This phone has a circuit 
path to the nearest circuit switch at Node 2. At Node 2, 
the call is demodulated and passed through a patch panel to 
the circuit switch. The call is routed automatically to Link 
A or E depending on circuit availability between nodes 2 and 
4. The process is repeated until it reaches node 4 which 
has a circuit to the FDC, Given that the circuit is avail- 
able, the whole process to include the dialing and imme- 
diate receiver pickup takes 7-15 seconds. The circuit is now 
complete and the user sends his message. 

The value of this phone conversation is a function 
of the value placed upon it by the originator according to 
command guidance and the time it takes to turn the targeting 
information into fire allocation information. The ability 
to destroy a particular target by such and such a time has 
more value now than if the target is attacked 20 minutes 
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later, especially if the target has moved from its known 
location. The communication network, is responsible for only 
a portion of this writer to reader time, the communications 
"expected delay time " that is maintained in the message 
vector. 



A perfectly functioning communications system should 
result in no lost value to this target information. However 
time delays or failure to achieve required urgency prece- 
dence levels during the passage of this information not only 
reduces the value of this message but also points cut short- 
comings in the communication system that must be repaired 
immediately or circumvented. The value of the link at this 
moment in time: 



VALUE =V~ , WpNp 

L Dp 



( 4 . 1 ) 



where Np is the weighted multiplier determined by MADMAN 
expert opinion. 

Dp is the mean delay time for each precedence level over 
that link. 

Sp is the number of messages for each precedence over that 
link . 

To aggregate these products for all messages over each link 
would tell us the dynamic value of each link for a specified 
period of time. 
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Its would be relatively easy to put counters into 
each link tc determine N£ and a time clock parameter to keep 
track of the total message time in each message vector to 
determine operational link values. 

a. Operational Valuation 
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Figure 4.5 Hourly Depiction of Link Value Versus Time 
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(4.2) 



value - af — f’-WfeNfe !+ ^(Static) 
p=« D fc P =« D PeP 7 

R -Primary A • ft l + ernate Rowl" 

C - CO M S ft Bf- Marginal Tra&ic 

It would also be possible to vary </2) from 1 to (CO) to 
conduct sensitivity analysis of the link for future planning 
missions or potential unplanned missions. 

t. Non Operational Valuation 

The value of each non operational link should 
also he captured at seme interval, say hourly. To do this, 
one would take the links that fail the Availability Wonte 
Carlo and the downtime that has been randomly drawn 
according to the Degradation Chapter. The Routing algorithm 
would continue to route traffic over the down links, 
however, the traffic would also be routed over the alternate 
route. Using Equation 4.3 , it would be possible to place a 
value on the down lick. 



fO 



VALUE = 



aE 



WPr. N Pc 



Pc 




R -Primary Rauf A • ft Jt erna+e Rout 
C-CO»AS« BF- Marginal TV«tV-f»C 



(4.3) 



where (Do) is defined as the expected delay time of the 
alternate route at precedence M p" of the 3F Interdiction 
traffic. This equation is sensitive to the added delay time 
of the alternate route. If there is not any added delay time 
then, obviously, the primary route was not important enough 
to place high on the reconstitution priority list. 
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V. 20 LB -EASED DECISION SUBMODULES 
A. INTRODUCTION 

The Air-Land Interdiction Model, as previously stated, 
is a research wargame and as such requires decision making 
to be consistent and reproducible. In order to achieve these 
lofty goals, the modules must make maximum use of man made 
rules and expert opirion to create "automated, closed loop" 
decision making algorithms that replace the "man in the 
loop". There are four rule based decision submodules in the 
CM; one. Degradation, has already been discussed. The ether 
three will he discussed in this chapter. The methodology for 
developing each submodule is outlined in detail in the 
"Closed loop Decision Making" section. 

E. CICSED LOOP DECISION MAKING 

1 . Sel ect ing Com munic ati on Alternatives in a C ombat 

Envi ron men t. 

The primary objective of this section is to set 
forth and analyze the factors that allow a communications 
user to decide which of the available communications assets 
to use given that he has information that must be passed 
from himself to a distant receiver. The second objective is 
to translate these decision factors or attributes into a 
simple model. 

The problem is to develop an automated Decision 
Submodule that "humanly" selects the communications mode 
(voice, record traffic, ETC.) and means (telephone, radio, 
ETC.) . The key to the validity of this simulation is whether 
or not and to what extent the human thought process is 
actually reflected by the algorithm. 
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s [Ref. 12]. 



a. Analysis of Decision Maker 



A general model describing how the G3 Operations 
selects communication means can be seen in Figure 5.1 



[Ref. 1 3 j. 
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well rest on how well the G3 Cps planning staff directs the 
subordinate units to accomplish the Corp’s flexible defense 
operations. An implicit requirement of this superior to 
subordinate directing is that at least one means 
communication must be available. [Ref. 14] 

The high intensity of the < 
an enormous load and stress upon the G3, 
ables that may effect our Decision Maker (DM) are his biolo- 
gical cycle, sleep less, recent diet, recent successes or 
failures, and concerns for his family and many other vari- 
ables [Ref. 15]. The G3 lacks the in depth understanding of 
the interccnnectivity of the communication system that 
supports him. He is concerned with whether or not he can 
communica te , not how the communications works. His communi- 
cation requirements are not always resolved in the most 
optimal or efficient manner especially for requirements for 
which there are no SOF’s, contingency plans, advice of 



co-workers, subordinates or communications officers to offer 
solutions. In these respects he is like 99% of the other 
users of communica ticns on the battlefield. [Ref. 16] 

t. Modelling of Decision Making 

According to Cohen, March, and Olsen (1972), the 
G3 organization decision making can be characterized by 
ambiguity in technology, preferences, and participation. See 
Figure 5.1 [Ref. 13]. 



Tactical Communications Decisions Under 
AM8IGUITY AND EXTREME LOAD 
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Figure 5.1 Tactical Communications Decision making 
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Ambiguity of Technology describes an organiza- 
rance as to the options that are available to its 
e linkages between these alternatives and their 
equences cr outcomes. This difficulty is often 
by inexperience in particular roles, because all 
and their subordinates rotate rapidly through new 
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Ambi gui t y of Pre fere n ce contribute to the orga- 
nized anarchy, by interfering with rankings of alternatives 
and their outcomes. Superior preferences in military 
operations are likely to be heterogeneous in the extreme. 

Ambi guit ies of Partic ipa ti on are the result of 
participants who are part time, or shift their energies 
among decision situations within the organization, or 
across boundaries. In military operations , fluidity of 
participation has two important causes: battle losses or key 
specialists or forces, and communication limitations that 
effectively isolate potential participation from decisions. 
[Ref. 13] 
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Figure 5.1 and Table XVIII, the 
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MADMAN 
for the 



opinion of communications personnel, 
calculates the level of inconsistency 
opinions. [Eef. 12]. and [Ref. 17] 
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Figure 5.2 Multi Attribute Decision Making 

In MADMAN there is usually a countably small 
number of predetermined communications modes and means 
alternatives. The alternatives have associated with them 
several common attributes. A cost and benefit comparison of 
the attributes can be made and a final decision on which 
means to use can be reached. The decision as to which 

alternative to select is made with the help of pairwise 
attribute comparisons. The comparisons may involved explicit 
or implicit ’'expert opinion" tradeoffs. MADMAN is in short a 
decision aid to help maximize satisfaction with respect to 
more than one attribute. 

MADMAN has many military applications, such as 
the evaluation and selection of personnel, strategy, weapon 
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systems, policy, facility locations, contracts; the evalua- 
tion of effectiveness; and expert judgement or group partic- 
ipation and analysis for selection, strategy, policy, etc.. 
Appendix C has a detailed explanation of MADMAN and a 
computer program developed by Marcello of MADMAN, as well as 
a practical example. 

As a manager of scarce resources the G3 semi- 
consciously appraises the benefits and costs of all his 
actions. The depth of these appraisals depends upon the 
significance of the decision tc be made. The G3 will seek to 
minimize the delay time of sending a message to the Air 
Defense Battalion S3 while attempting to minimize the rela- 
tive costs of tying up the vital communications means fceing 
allocated to the communications problem. The data elements 
or attributes which link the decision maker to his communi- 
cation selection are Urgency Required, Type Message, Message 
length, Classif icaticn, Expected Delay Time of the "(I-I)th" 
message, and the communications alternatives available 
between the originator and the receiver. [Rex. 18] and 
[Ref. 19] 
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Re sult s an d Discu s sicn of A utoma ted "Closed Loop 11 
Dec isi on Model 
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precise solution because the technical parameters matched 
the technical parameters of the SOP alternative. Intuition 
and the experience cf the author confirm the selection as 
being correct; a five page, type written, classified, opera- 
tions order would be transmitted using common user teletype 
circuits or Optical Character Recognition Equipment. 

For ease of identification each user's communica- 
tions is classified hy a Type Communications Package, the 
type is strictly dependent upon the TOSE equipment and 
Common User System support authorized. 

In Table XX the technical parameters could net be 
objectively filtered to provide an SOP solution. This 
A cti on Type message is by SOP transmitted using S/C Voice 
radio or Teletype; however, neither would satisfy the FLASH 
OVERRIDE urgency. The unsecure FM voice radio could not 
satisfy the urgency because time consuming manual encryption 
would have been required and the lance 5DE was out of range. 
All four alternatives could have satisfied classi f icat ions. 
All four could have satisfied message length although 
preparatory typing would have delayed transmission. 
Subjective filter elements were, therefore, implemented 
using expert opinion input into the MADMAN Program for multi 
attribute decision making (see Table XIX). [Ref. 17 ] Secure 
Telephone had the shortest expected delay time, lowest cost 
and highest benefit, and could motivate the receiver to the 
urgency cf this information through the use of direct voice 
intonations and pitch. 

The procedure outlined in Table XIX suggests seme 
MADMAN input requirements that must be based upon C2 experts 
opinions in deriving the G3's decision. 
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TABLE XVIII 

SOF or Contingency Decision Alternative Example 
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Ihe Scaled Values or S(j) are in Table XX 
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Multi Attribute Decision Alternative Example 
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It is fascinating and encouraging to note the amount 
of research which is being accomplished in the arena of 
automated decision making. In referencing the model 
depicted in Figure 5.1, it can be seen that multi attribute 
decision making can be a source of pr e-det ermined solu - 
t io ns waiting for what had originally teen an unmatched 
problem. Although definitive progress is being made, we are 
lagging well behind the Soviets in this field of automated 
'’Cybernetics”. 

C. USES 10 USER ROOTING DECISION 

The User to User Decision Submodule (UUDS) as seen in 
Figure II, has three decisions to make. The Select Mode and 
Select Means decisicrs are rule-based decisions of expert 
players and SOP's. The Routing decision is based on network 
theory decision algorithm Minimum S pann ing Tree . 

The Select Mode decision draws upon the MTOSE database 
to determine the feasible modes available to both the origi- 
nator (0) and the receiver (R) . Once the communications 
modes are presented then the urgency and clas sif ic atio n are 
considered to determine the optimal mode. If for some reason 
the primary selected mode is net available then the alter- 
nate modes are attempted in the order shown in Table XXI The 
message vector new has the parameters 0, R, U, C, I, Mode 
(MD) . 9 

The message vectcr now moves to the Select Means deci- 
sion. Select Means draws upon the dedicated, organic commu- 
nications available to G (MTG&S) and the inorganic 
communications provided by the Signal Corps or Host Nation. 
The Means are selected by determining the feasible and then 



9 These parameters are explained in detail in the Message 
Vector Section of Chapter 2. 
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TABLE XXI 

Alternative Modes Selected 
If prima ry mode fails then 30 to alte rnate . 



Primary 


Voice 


Rec Trf 


Data 


Fax 


Mess 


1st Alt 


Rect rf 


Fax 


RecTr f 


Mess 


RecTrf 


2nd Alt 


Fax 


Me ss 


Voice 


Voice 


Fax 


3rd Alt 


Mess 


Vo ice 


Mess 







the optimal Means available 
MD selected/ SOP’s, ard MAD 

The message vector prog 
sion. The Select Route de 
Tr ee Alg orithm to select th 
of nodes transitted. Bot 
the secondary route and 
message vector and forwa 
Carlo . 

D. REROUTE SUBMODULE 

The purpose of this s 
questions of what happens t 
ical path being transitted 
algorithm is still in its i 
parameters are discussed in 
rerout this message traffi 
of a portion of the commu 
user in a timely manner, 
system outages would need 



between 0 and R based upon U, C, 
MAN. 

resses to the Select Route deci- 
cision uses the Minimum Spa nnin g 
e path that minimizes the number 
h primary route availability and 
availability are added to the 
rded to the Availability Monte 



ubmodule is to help answer the 
o the message vector if the crit- 
becomes impassable. Although the 
nfancy, topics of importance and 
some detail. The requirement to 
c stems from the reduced ability 
nication network to support the 
Based upon the availabilities, 
to be scheduled events of the 
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Figure 5.3 Minimum Spanning Tree Example 



simulator. If the Mcnte C 
system then the system woul 
=3.6 hours = ( X ) . An Exp 
be made to determine the ac 
would be updated as seen 
Rerouting is to provide an 
still capable of satisfying 
classification required for 
The Reroute Decision 
upon the mode and the me 
degradation inflicted upon 
Reroute varies with whethe 
channel users the discussi 
natural break. 



arlo failed for an 85% available 
d be down for ( 1-. 85) x 24 hours 
onential draw with mean 3.6 would 
tual down time and all submodules 
in Figure 2.1 . The goal of 
alternate critical path which is 
the urgency precedence level and 
the message. 

response is extremely dependent 
ans selected and the extent of 
the network. Since the logic of 
r the means are single or multi- 
on will necessarily follow this 
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TABLE XXII 

Minimum Spanning Tree Network Example 



Constr ai nts : 



(See Figure 5.3) 



Authorized Precedence Level 
Immediate or H igher. . . . £/C Satellite. .. 1 node 
Priority or higner...M/C Satellite. .. at least 2 nodes 
Routine or higner... at least 3 nodes 



Precedence Route #N odes 

Immediate or higher “IT ~ T ^ 

L2-15-L9 3 * 

L3-L4-L5-L9 4 

L8-L7-L6-L9 4 

Priority or higher L2-L5-L9 3 * 

L3-L4-L5-L9 4 * 

L 8-L7-L6-L9 4 

L 3-L4-L10-L6-L9 5 

Routine cr higher L3-L4-L5-L9 4 * 

L 8-1 7-L6-L9 4 * 

L3-14-L10-L6-L9 5 

L8-L11-L4-L5-L9 5 



L3-L11-L7-L10-L5-L9 6 

♦Minimum Node Routes become message vector parameter 



1 . Single Channel 

The single channel means of communication is gener- 
ally a radio dedicated or sole owned by its user. It can be 
either a Fush-tc-Talk voice, data, or teletype optimized 
transceiver. These types of radios are used primarily while 
mobile. They are line of sight and are sensitive tc ZCM 
especially when used for over two minutes at a time. He 
assume that if a user attempts to use a net radio and finds 
the net (frequency) congested with other users, he will 
continue to attempt tc use this means while fully realizing 
that he must wait tc get his turn on the frequency. If 
however, the frequency is being successfully jammed (E F 
Interdiction) then the user has several choices. If the 



radio is his only means 
continue to try to treak 
change tc an alternate freg 
under jamming conditions, 
to infer® ether users to 
established alternate. If 
the net then he may just se 
is net the only means avai 
decide to change to a mea 
jamming and direction findi 

2 • Multicha n ne l 



Multichannel means 
far more robust in an SCM 
radios. Whether the multich 
over the horizon, whether 
Air Defense arena , cr comm 
Corps, the radios are int 
provides redundant paths b 
switches which either aut 
traffic frem nonavailable 
additional time of reroute 
user unless the alternate r 
it appears that the alter 
urgency precedence levels 
selecting another means o 
referred to in Table XXIII 
If the message vect 
and this failed at the the 
of AM Single Side Band wou 
passed then the accumulated 
MW attempt and 60 seconds 
seconds. 



of communication, then ne may 
through the jamming or he can 
uency. Net control is difficult 
The net control station attempts 
change frequency to the pre- 
it is impossible to reestablish 
nd a messenger. If this radio net 
lable then the user will likely 
ns that is less susceptible to 
ng. 



of communications are generally 
environment then single channel 
annel radios are line of sight or 
they are dedicated as in the the 
on user as provided by the Signal 
egrated into a network grid which 
etween nodes. At the nodes are 
omatically or manually reroute 
links to available links. Ihe 
is usually not critical tc the 
oute has been congested. Only if 
nate link will not satisfy the 
required will the user think of 
f ccmmunica tion . An example is 



cr was given the 
Monte Carlo, the 
Id then be Monte 
time would be 25 
for the AM route; 



Microwave 


ro ute 


alternate 


route 


Carlced ; 


if it 


seconds f 


cr the 


a total 


of 85 
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TABLE XXIII 
E sample 



Network Entities Availability Modes E (Delay Time) 



Micrcwave 


. 95 


2 


25 


seconds 


UHR 


. 85 


3 


25 


seconds 


AM SSE Voice 


. 92 


2 


60 


seconds 


Combined UHF & ME 


. 78 


2 


35 


seconds 



* ROUTES SELECTED: 

1. microwave 

2. AM S SB 

3. UHr 

4. Combined System 

* Selection based on fewest number of nodes 
(highest availability) 



If an alternative rcute for multichannel or an 
alternative means for single channel was decided upon then 
the appropriate availability would again be Monte Carloed 
with delay time added. An important product of the Rercut 
Module is the CGVS evaluation cf non-operationai links. The 
CGVS determines the lost value of messages over down licks 
and reports this to the Reconstitution Submodule. This lest 
value is critical tc the resource allocation decision in 
restoring dewn links. 



E. RECC INSTITUTION SUEHODULE 



The purpose of this sub 
of the ccmmun ica tiens sy 
Available and reliable com 
sity. This submodule 
Communications Module, how 
its very early stages. Cr 
discussed which allows a 
research efforts. 



module is to correct deficiencies 
stem in supporting its users, 
munication is a critical neces- 
is important to the overall 
ever, the algorithm is still in 
ucial issues and parameters are 
smoother transition in future 
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If communica tions is lost within any important part of 
the network, allocation decisions must be made by the system 
planners and controllers to reconstitute stricken areas. Ihe 
Reconstitution Module (RM) , depicted in Figure 2.1, will 
receive the type degradation and the value of the link up to 
the current point in time. The module will internally allo- 
cate resources to correct the source of degradation and 
return to the communication degradation module the expected 
time to restoration of link capability and the upgraded 
availability. The Reconstitution submodule will also notify 
the Rerouting Submodule as to how long it will have to 
reroute traffic around the degraded link. 

The EM will lock at the severity of the damage and 
assign a priority for reconstitution. It will decide based 
on availability and location of reconstitution equipment and 
the cause of degradation if and when the link will be 
available for further use. 
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71. S UMMAR Y MS CONCLUSIONS 



The Corps Communications Module described in this thesis 
uses a variety of academic and real world phenomenon to 
simulate the flow cf communications between battlefield 



Academically, the CM uses the properties developed by A.K. 
Erlang's Telephone Traffic Theory and related works to 
establish the need for and the use of (_X_) , the message 



(link) then blocking probabilities and mean delay times may 
be derived. Communications assets values are a function of 
these delay times encountered over the links. Real world 
phenomenon such as environmental occurrences. Red force 
interdiction, and 31ue Force congestion drastically effect 
the links that are available to pass message traffic. These 
degradation forms are critical players in a communications 
simulation and are discussed in detail. The Poisson princi- 
ples of Decompositicr and Superposition allow for easy 
handling of diverted traffic loads (additivity of A_’ s ) and 
in analyzing multiserver queues in a simple fashion. 

The Corps Communications Module also develops a myriad 
of decision making techniques to allocate resources to areas 
in need. The Communication Generalized Value System provides 
a methodology for determining hardware asset value which in 
turn can be used for allocation of resources that maintain 
communications. MADMAN provides a methodology and a means to 
make decisions that are not backed up by hard numbers; 
MADMAN is the "fuzzy" area decision making tool. MADMAN can 
be extensively used for developing pre-ae termined solutions 
to problems that have not yet occurred; in other words with 



users and to evaluate communications assets' worth 



arrival rate, and 
traffic summaries 




<JL), the message service rate. If 
X 's, Li ’s) are available for each arc 
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the help of expert opinion, MAIMAN can be used to "close the 
loop" on simulating man made decisions in an automated 
"man-less" algorithm. Standing Operating Procedures are the 
most common pre-deter mined source of solutions to problems 
and should be used as the rule rather than the exception. 
SOP’s provide decision alternatives in the "well structured 
and defined" areas. 

In conclusion, the CM submodules are presented at 
various levels of mature development. These algorithms do 
provide an excellent start point for a programmer to further 
develop the CM into a working module. The analysis of 
derived CGVS values and the message vector audit trails can 
shed light into the previously foreboding research question 
areas of communica ticns systems supporting functional areas 
in a combat environment. 
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APPENDIX A 

V ARIAELE RESOLUTION DIAGRAMS FOR COMMUNICATION MODULE 




Figure A.1 Resolution Level One 
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Figure A. 2 



Besolution Level One (continued) 
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Figure A. 3 



Resolution Level Two 
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Figure A. 4 



Eesolution Level Two 



(continued) 
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INTEGER £K(il), EN(3l>, I'D, AFC(3e>, £CHllL<3fc>, NO SECtO 
REAL LENGTH ( 3 1 ) 

Data YE£/*Y*/ 

LB-3C 

1 FCFMAT ( * MINIMAL SPANNING TREE * // * ENTER A1CS AS FOLLOWS:’// 

J • STARTING NOLL/ ENDING NOLL# LI STANCE ' // * STOP 1NTLT EY TYPING:*, 

2e, e* //) 

2 F OFMAT ( ’ ♦AFC ' > 1 2* ' l ' S) 

4(4 F OF MAT < * L C K £ * / / * THE M. S. T. CONSISTS OF ThE FOLLOWING ARCS:*/) 

6 F 0 F M AT ( / * DO YGl WISH TO DO ANOTHER FP.OkLEM? : ’ S > 

7 F OF MAT C * SORF.Y, EE T THE PROGRAM CAN CLF.F.ENTLY ACCEFT AT MOST ’,12, 
1 ’ ARC £.*//* GOODBYE* ) 

& FOFMAT(3G) 

9 FORMAT(Al) 

2 1 FORMAT <* ARC * , \ 2 , • C * , I 2 , * , * * I 2 * * ) * ) 

16) VP I TE ( A , I ) 

Ub-Lb* 1 
DC 11 N * 1 ,Lb 
WRITE (A, 2) N 

READ (A , 8 ) SNCN), EN ( N ) , LENGTH (N) 

IF(5N(N>> 12, 12/ 1 1 

11 CONTINUE 
Ufc-Lb- I 
WFITE<a, 7) UB 
STOF 

12 N-N’-l 
Ufc-L'B- 1 

13 DO 1 A I * 2 , N 
1A SCHDCL(I)*e 

U b* L b* 2 
DC 2A J*l,L’b 
2A NODE(J)*e 
Ub-Ub/2 
NODEC 1 )* I 
L- 0 

15 MlNAKC«e 
DO 16 I - 1 , N 

I F (SCKDtJLC I ) .EC. 1 > GO TO 16 
«J“SN( I > 



K* EN ( I ) 

I F < NODE ( J ) .EC, 1 .XCF .NODEC K> .EC. 
GO TO 16 

18 IF(MINARC) 19, 19, 2 e 

19 M 1 N AF.C * 2 
GO TO 16 

2G IF (LENGTHCMl NARC ) .GT . LENGTH C I ) ) 
16 CONTINUE 

IFCNINARC.EC.O CO TO 23 
L-L* 1 

AF.C (L> - MlNARC 
SCIiDL’L (Ml NARC > « 1 
u * SN C M 1 NAF.C) 



CO TO 18 



TO 19 



23 WRITE (A, A) 

DC 22 I 1 = t , L 
1 -ARC C 1 1 ) 

22 W F. 1 T L ( A , 2 l > 1, S N C 1 ) , EN ( 1 ) 
V M T E ( A , 6 J 



K-ENCKI NARC ) 
NOLL ( J ) * 1 
NODE(K)* 1 
GO TO 15 



F.L>iL ( A , 9 ) ANSWER 
1FCANSVEF.EC.YLS) CC TO 1C 
STOP 
END 



Figure A. 7 



Minimum Spanning Tree Program 
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APPENEIX 3 

GIOSSABY OF TEEMS AND ACRONYMS 



A. TEEMS 

A working understanding of the entities and attributes 
of the ccmmunica tions network is essential to the programmer 
and will be described in detail in tne following appendix . 
Entity. . . An end item or piece of hardware that possesses 
attributes which characterize the communications link. 
Example: An AN/TEC 138 is a line of sight , muiticnannel 

radio which ties two Corps Area Signal nodes together. The 
arc or airwaves between the two nodes carry secure voice, 
record traffic and data. Attributes. . . A characteristic 

such as reliability , coma security, frequency, ETC. are key 
to describing entities such as links ani link hardware. 

C ab le. . . Intr as i te cable is the 26 pair cable strung 
between the communications vans within a signal node. 
Significant power leases occur along tms cable therefore 
the maximum length is 1500 feet, this restriction limits 
the dispersion of ccmm vans, thereby increasing vulner- 
ability to air and artillery and ECO interdiction efforts. 
Inter site cable or ECM ( CX_1 j2 30) provides multichannel 

access tc large users within a 40 mile radius. Vulnerability 
to interdiction is very small. Intersite cable systems are 
often used to separate Command Signal nodes from the 
headquarters they are supporting. 

Data. . . Message information passed between I/O 

devices and computers, or computer to computer. It is 
capable of extremely fast transfer of information. Circuits 
supporting data systems must be specially conditioned or 
optimized for data transmission. Voice circuits perform 
poorly when attempting to pass data traffic. 



106 



£.it2££i£Il Z-ilhlilhS* • • An ECU capability which locates 
electronic emission sources. It is a passive collector and 
therefore it is very difficult to detect. They are the eyes 
for jammers, air, and artillery interdiction fires. The 
threat may he reduced by the prudent use of emission terrain 
masking, use of lower power settings, short messages ETC. 
Airborne direction finders must fly parallel to the FEEA at 
slow speeds and therefore are vulnerable to ground or air 
attack. 

-I.X 22 Ct.ed Delay. Time. . . The expected value or mean 

delay time a message experiences as a result of net 
congestion, terminal congestion, enemy interdiction efforts, 
or normal transit time. This is the key parameter which the 
commo value system and therefore the entire commo network 
asset value is judged. 

£2£§il2.il2* • • Message transmission device which is 

capable of actually passing true copies of hand written 
notes, maps, pictures , ETC. . 

Il 2 hl!ency. • • Wavelength to which radios are tuned to 
transmit and receive electronic messages. Airwaves 
"wav elength" vary in vulnerability with changes in 

atmospheric conditions, jam-ability, maximum distance 
emissions can be detected, ETC.. 

Jamming. . . An EC M capability which put noise on 

communications links and reduces those links reliability. 
Jammers are frequency, directional, and power output depen- 
dent and are highly vulnerable to interdiction because of 
their unique electronic signature. 

Line of Sight. . . (LCS) Attribute required because 

radio waves bend very little around blocking terrain or 
buildings. 

link. . . Also referred to as an arc or a branch of a 

communication network. They tie nodal switching points and 
users together. SEE: entit v , at trib u te . Message . . . A 
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discrete block of information passed from the initiator to 
the receiver, it may have many attributes most important of 
which are its urgency and classification. 

The load or subscriber demand is defined as the average 
number of calls offered times the average call duration . 

Node. . . A junction point in a communications network. 
Access tc and from the network may be gained at the node. 
Example: the Corps Area Signal nodes provides switching 

facilities for messages going througn the node as well as 
input and output facilities for terminal users. 

Ncnsecure. . . Message information passed in the clear 
or unencrypted mode. By 1986 it will be found only at Armor 
and Infantry company and platoon nets. Manual encryption of 
sensitive information will still be possible at this level. 

Over the Hor izo n ♦ . . (OTH) Attribute of type radio 

that use the troposphere, ionosphere, or satellites to 
reflect radio waves ever the radios' horizon. The OTH radios 
give the user a "skip echelon" capability to bypass damaged 
or destroyed commo systems. OTH still reguires a clear 
window along the directed azimuth of the system tut 
vulnerability is reduced because CTH radios do 

Quality of service is characterized by the probability 
that a call offered during the typical busy hour will be 
blocked . 

Rajic. . . An electronic means of passing messages from 
one user tc another. Radios have either single channel or 
multichannel capability depending upon what the user demand 
requires tc support his needs. The range of propagation 
varies dependent upen power output, terrain, frequency, 
friendly interference and enemy interdiction. 

Record Traffic. . . Electronic passage of information 

which produces hard copy record of message. Example: 
Teletype or facsimile. Record traffic is capable of trans- 
mission speeds faster than voice but slower than data. 
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Record traffic is generally better in a high ECM envir cement 
than voice because information is binary pulsed rather chan 
voice modulated (frequency or amplitude modulation) 
requiring less transmit time, less exposure to possible DR. 

Reject ing a call means giving the subscriber a busy 
signal , even if the number he is calling is not busy . 
Alternatively , the call is rerouted via seme other trunk , 
or it is held until a line becomes available and thus 
suffers a del ay . In none of these three cases does the 
exchange handle the call immediately , and regardless of its 
future fate the call is said to be bl ocked . It is actually 
the exchange that is blocked , unable to let the traffic 
flow through it; the calls are lost to the exchange if 
rejected or rerouted , and held if delayed , but both lest 
and held calls are often denoted by the common nameof 
blocked calls . 

Sw itch . . . Either circuit (telephone) or message 

(Record Traffic) switches. Switches are responsible for 
routing , rerouting, storing and frowarding of messages. 
Ihe switch routing logic determines orientation or direction 
of traffic and flow capacity of the node. It limits the 
traffic directed down any on link based upon the link flow 
capacity . 

Terminal Eg u ipm ent . . . Actual hardware employed by the 
user to access the ccirmo network. Example: telephone, visual 
display, optical character reader, facsimile, teletypewriter 

, ETC . . 

Voice. . . Message traffic employing the voice 

frequencies of 0-300C hertz such as a single channel voice 
optimized radio and the common user telephone system. 
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B. ACECNYMS 

A1 ... primary routs availability 
A2. .. alternate route availability 
AD. . . Air Defense 

ALIM ... Air-land Interdiction Model 

Ao. . . Cperat ional Availability 

ASC...Area Signal Center 

EF. . . Blue Force 

EFI...3lue Force Interdiction 

C3I . . .Command, Control, Communications, and Intelligence 

CCMC. .. Circuit Connect Monte Carlo 

CGVS. . .Communications Generalized Value System 

CM. ..Corps Communications Module 

COM IN I. . .Communications Intelligence 

COMMZ ... Communications Zone 

COMSE . . .Communic ations Support Requirements Database 

D...mean delay time 

EAD. .. Echelon Above Division 

ECM ... Electronic Countermeasures 

ECCM . . . Electronic Counter-countermeasures 

EMP ... Electro- magnet ic Pulse 

FEB A ... Forward Edge of Battle Area 

FLOT . . . Fcrw ard Line cf Troops 
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H/P...Hawk cr Patriot Air Defense Unit 

INTACS. . .Integrated Tactical Communications System 

ICS... Line of Sight 

MADMAN. .. Multi Attrilute Decision Making Algorithm 

MC. . . Monte Carlo 
M/C. . .Multi-channel 

MD. . . Moles 
MN. . . Means 

MTBF...Mean Time between Failure 
MTTH...Mean Time to Eepair 
Non-op. . .Ncn-operaticnal 
C. . . Originator 
Cp. . . Operational 

CESA ... Operation s Eesearch and Systems Analysis 
E. . . Receiver 

RDF... Radio Direction Finding 
RFC... Radio Electronic Combat 
RF. . .Fed Force 

RFI...Red Force Interdiction 

EFIM.. .Bed Force Interdiction Module 

RM. . . Beccnstit ution Submodule 

S/C... Single Channel 

SOP. . .Standing Operating Order 

1 1 1 



T. . . Elapsed Time 

TSADCC. . .Training And Doctrine Command 
TTT. .. Telephone Traffic Theory 
D... urgency or precedence level 
UW. . . Cnconvent ional Warfare 

V Corps... 5th U. S. Army Corps, located near Fulda Salient 
West Germany 

TOSS.. .Table of Organization and Equipment 
lambda (_X_) ...message arrival rate 
HD iJL ) ...message service rate 

EHO (j0_) ...traffic intensity, utilization factor, or 
Erlang 
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jkEIMJ)IX C 

ERIEFING 03 HDLTI- ATTRIBUTE DECISION MAKING 

MADMAN 

MADM can be used to evaluate the effectiveness and 
therefore the utility value that similar mission communica- 
tions systems contribute to the overall communications 
network . The following procedure outlines the MADM input 
requirements that must be based upon communications and C2 
experts opinions . 



TABLE XXIV 

Multi Attribute Decision Making Evaluation Example 



Define Alternatives 
eg. 



Define Attributes 
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Figure C. 1 MADMAN 
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ligure C.2 KADMAN 
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Figure C.3 MADMAN 
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Figure C.4 MADMAN 
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Figure C.5 8ADMAN 
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APPENDIX D 

COMMAND S1RUCTORE AND FORCE DEPLOYMENT INTACS AND COMSR 




Figure D. 1 INTACS and COMSR Command Structure 
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Figure D. 3 



TOSE Units in COHSH Database Theater 
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Figure D.4 T05E Units in COMSR Database Corps 
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